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ABSTRACT

The information security industry has seen a wide variety of growth over the past few decades. In particular, various
solutions have been proposed in terms of technology, management, and institutional aspects. Nevertheless, it should be noted
that security accidents continue to occur every year. This proves that there are limitations to various business changes in the
digital era as existing security is being promoted with technology-oriented and prevention-oriented policies. Thus,
people-centric security (PCS) has recently become a hot topic in order to escape the limitations of traditional security
approaches. Through the concept of information security violations, PCS strategic principles, and expert interviews, this study
aims to present a fundamental security incident response plan by classifying human-caused vulnerabilities into 5 categories
and classifying them into 21 detailed components.

Keywords: PCS, Human Vulnerability Classification, Human Vulnerability Components, Security
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3.2 =2}

o>

£ HY(FGI) Aok e Mol AlaabE e} BAE AR, AR
B3 FAAISMS), MR EY AdAR R
B

FGIe A7} 152 5 8Helsien,

<+ 37l IAA, ARRIAYS], ARRIANA, AR
AA Awrh a5l 9473% TRt LEstete] ¥ 3 w54 wA 5 Fasd FGIE Assisih
FAA 23S FASREict. FGIel ik Aert 17} <lelHe Bl g whalog oF 227k A
o] A% F49 CSO 14, ik 1T 2zZEY o] = Adgon] veelrgn F Ao ta A
A 34 CEO 19, B3k consultant 27, SI 1 vlolewl w72 algsle] Aelslelct 13 A8 3}
ok PM 5 2%, BokEFA dAYe] 2%ow A= 1A Helel] A3 A} FoA 2AE
st Ai7b 252 7442 Table 1.3 2t} urZxy Taple 2.9} 7o) A2 R wZaldn)
17H FGIellM= Q1A Wl & Ajm 24 A3 5, oA Fokd FAle Hakaba sfecks) Ag o
nieto g zl8isiolet, A Mok Fudl folof B o AAE Q1A FHeR ERAAL] FAAl Ad
ohabar A, &1A motk AF 2 AA AR T Hhol 58 FAR B2k}
B2 AuAxg 24 o8 Aunch JdgiE aEa, A R ERAA A7 ARAl
Bl o] HE PO (ALE Hol W% A el qqow Table 3. JJF do] 57kA] AL EsA 1

slukelel(Low Risk), A=Al $ukl<](High

Risk) & & 57FA &5¢} ol & AF-A<l F
o A== ~EE FGI FAAENA A A8

, NIST SP 800-53, ISO/IEC 27001, <lg{dl
EL‘”& A} (Center for Internet Security), =7}
oldlz|zl~  Hel Al (National  Counter
intelligence and Security Center) & =
B! A Ao (Access
(Authentication), 4%

control), ]I

oy (Authorization),

# o (Vulnerability), $13 (Threat), 914 xHgt
7% (Personnel security vetting), ®]el7} A<
(Unauthorized access), &4 EA

(Unauthorized duplication), ®=lol8g =
(Data leakage), <& X<F I&(Personnel
security awareness training) =2 <& Hsk
I Lol 5 AeElgoh tEe] 21004 dFH 94

Table 1. Information of experts group
information
Number freglua 1;12317 Aver
Occupation | of experts age
(%) career age
(Average.
years)
CSO 1(12.5) 20 52
IT/CEO 1(12.5) 5 56
Consultant 2(25.0%) 15 46
SI(PM) 2(25.0%) 15 48
Security
Solution 2(25.0%) 10 40
Engineer

24 9),

Ashe HoIAE el o
o A o5

743 A7}

Table 2. Derivation of verification items

Division Opera‘g(.)nal Measurement
Definition
® Possibility of
causing
Whether it is accidents
important to due to
shift the weaknesses
paradigm of in human
importance | security resources
thinking e Limitations
centered on of Security
human Solutions
vulnerabilities. | e Limitations
of Security
Compliance
Whether the
classification
system e Effectiveness
proposed for
the paradigm of Human
shiftpof g Vulnerability
securit Checklist
feasibility . M o Fixpected
accidents
Effects of
centered on
human Human
vulnerabilities Vulnerability
Checklist
can be a

concrete action
plan.
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Table 3. Effectiveness of Human Vulnerability
Classification Model Inspection

Effectiveness
of Inspection
of Human
Vulnerability
Classification
System

import | feasibi

Division .
ance lity

The severity of
accidents
1 caused by 4.3 4.6
human
vulnerability

Limitations of
Response to
2 Infringement 3.6 4.1
by Security
Solutions

Limitations of
responding to
3 infringement 3.7 4.1
by security
compliance

Effectiveness
of Human

4 Vulnerability 4.1 4.4
Prevention
Items

Expected
Effects of
Human
Vulnerability
Prevention
[tems

: |
17 <lel4 A2l A3E nies 23 FGIE A

PP, 17 279 Aejd AaE APl Fhoizte]
A Est WS AES F e F s 3}

h=
A3 2 ol e g AL 383 Fe
odch. 53 P A7)el 32
A5 e Tefste] Wl xz

] I &3
v} 23 JEHelME 13 JEFY LS B2
2%l oA Fokd EFAA ekl A whes)
A Review 39t & =% 9 u$2 74

Table 4. Other Opinions

Division Other Opinions

e Human vulnerability requires
continuous education.

CSO e The limitations of security
solutions are clear.

e Compliance may be exploited.

e Need to redefine terminology
from a security perspective.

e Human vulnerabilities need
continuous management.

CEO

e "Moral deviation theory
perspective” and
"People-Centric security” need
to reinterpret justice.

e In addition to
experience/witness, ‘aids’
should also be considered.

e Need to approach in terms of
psychological/social/human
relationship norms.

e [t is also necessary to review the
request of acquaintances,
self-knowledge accumulation,
self-interest realization,
monetary counter-payment in
terms of malicious behavior
(illegality), or information
leakage for reflective interests.

e A 'human psychological’
approach to why information
leakage is needed (simple
curiosity/self-exaggeration/se
If-satisfaction, etc.)

e The most common case is the
solicitation of acquaintances
and stakeholders.

e A review of the relevance of
human relations theory,
behavior organization theory,
and behavioral theory in the
humanities and social sciences.

Consultant

e (lassification and inspection
items need to be used as
indicators to identify the
overall level by giving
differential scores according to
the risk level for each
vulnerability, or to derive
improvement directions for
improvement.

SI(PM)

e Potential threats include the
absence of  departmental
security personnel.
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Division Other Opinions
e [ack of security awareness also
SI(PM) 1nc1ude§ actlon.s S}Jch as pot
conducting periodic security
checks.

e Misuse of information system
resources requires criteria for
information.

e Information security deviant
behavior should be limited that
the standards for the internal
system are clear and personal
information related to the
company.

Security e Direct violations should be
Solution written so that the violations
Engineer and measures are not mixed.

e [t should also include
information on critical system
access rights under task
delegation.

e Tt is thought that the
importance of the classification
system or checklist will differ
depending on the task in
charge.

542 woluh Aol WA W EHE SuelE
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thoFgk ejel 1A WESFH ] BEASA H3 Sle
A= Ate] WA S F2g 94 A
wogglow AMEE 4 gigdch AAA Sl
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Table 5. Composition and definition of human
vulnerability classification system

Components Definition
e Vulnerability due to
individual characteristics of
a person
Accidentality * Personal

Propensity,Personal
Authority, Personal
Carelessness,Personal
Security Level

e Vulnerability due to
relationships with others
relationship e Personal Connectivity,
Social Networking, Social
conflict, Illegal Solicitation

e vulnerability due to
relationships across society
as a whole

potentiality e Organizational Culture,

Customary Practice,

Security Compliance, social

influence

e fundamental human
vulnerability
Biological, Cognitive,
Behavioral,
Psychoanalytic,
Humanistic

psychological

common ethical
vulnerability

Moral Disengagement,
Intentional Crime,
[11-gotten Profit, Cyber
Ethics

ethicality

Table 6. Definition by Human Vulnerability
Component
Divi .
sion Component Component Definition
® a sense of superiority
Personal using one’s position or
. rivil
Propensity P ese
e an act solely to make
oneself stand out
e individual
characteristics,
Personal tendencies, and
{-,;’> Authority interests C
= ¢ Personal activities such
e as e-mail, SNS, blogs,
+
© etc.
> eindividual
Personal characteristics such as
Carelossnes mistakes/reminds/erro
. rs/aids(12]
e Characteristics of
Personal Perception
Personal o Security Knowledge,
Security Ideas, and
Level Consciousness Levels
® Relationships according
to social activities such
Personal as meetings,
Connectivit organizations, etc.
y ® a relationship of
friendship, power,
? compassion, trust
§_ . ® Complex networks of
5 Social “mail SNS. bl
2 Networking e-matl, - bloss.
Ej chat, etc.
)
Social e Various issues related
conflict to relationships with
people.
Mlegal e Conflicts of interest due
Solicitation to relationships with
people
Organizatio e the characteristics or
nal Culture culture of an
g organization/society
o
o e Organization/society
©
mar
2 C;i;?:tij;y work processes and
2 division of work
153
< Security e Strength of security
Compliance compliance
implementation
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e — 220 7% FARS A RS FHE 5 YEF 4
sion Component Component Definition Ay, HEzAl gAFS AR Bel e Folol|A
e Increasing X3t Consultant ¥ SI PM Group 1&|3, Beb
- gon.—face—to—tfage I’[t‘ Holol| EAlsle AE/H(HYE Shukal Rl
=3 nvironment Due to X aha o] AL oln o 3 Aw
S | sl | Pandemic A PR, A, A g BelAsh AR,
5 influence e Communication, Azl 5)eF dubEel x4 o Holyl yeid
_5»' Financial Transactions, AF-E A E 5 9JE o] &S AAs}e] HE3)
and Changes in Cultural o}
Life Ak
e Vulnerability from a oloLE s Al Gl 7l SHEk R
Biological Biological Functional 4.2 ATSAHY 54 ¥ Jl= SHE =24
Perspective
Cognitive | * Vulnerability in the & Aol FeAdt SeAl= F 1349w, HA
:,,U Thinking Process 101”3, 75.4%0°1™, o34 339, 24.6%7} Al
S | Behavioral | ®Vulnerability in sepstaich. A Felde QATEANA BH
JC:’ observable b%!}.lavwr Table 7.3} 2},
é. Psychf)anal o the Vulqerablllty of IT @Ei‘ﬂ"ﬂ :ﬂ'%% O]E"Hjﬂ'ﬁ]z}‘l\f‘ IT 7HHELX}'1’]'
— ytic unconscious factors
, AAei7} 38%(28.4%) 7 Eskew el
e Potential human
L desires (human
Humanistic r tive, hierarch
PETSPECLIVE, y Table 7. Demographic characteristics
of needs)
Moral Freque Perce
Disengage ¢ a distortion of behavior Division ncy (pe nt
ment rsons)
. ¢ Blind self-avoidance, o | Male 101 75.4
ol Intentional lf-satisfacti &
o Crime sell=satisiaction, 2 | Female 33 24.6
g; " selfflnd.ulience. - ® Total 134 100
g -gotten e cconomic transactions ~
Profit with social stakeholders 20 29 13 9.1
Cvb e moral responsibility . 30 ~ 39 34 25.4
yDer and obligations for 1 40 ~ 49 61 45.5
ethics o @
Internet activities 50 ~ 26 19.4
Total 134 100
[V, MEXAl M 9l o 24} Security practitioner 15 11.2
Security Solution
2 1.5
41 Q‘EEAI‘ %Hfﬂ E‘:I EHQ Developers
AEA EFE FGI w}a NAEF} g 7 e
_ . Security Officer
[s) I o oL % /zo]z—] o;q na w0
o NE A ZTF 9]l % 2] 3l 5o =
74] = ﬂ‘r‘ ?"o‘u-—l—a ne e T ;\l =5 Al 0'51';\;\ g IT developer 28 28,4
E]‘. = ﬂ;gl ﬁq‘lkzé 57H ‘PE‘[ETOH TI]—% ’H]ll:L }\5]—9— % (engineer) :
25 AL vHoR Ao, AL =40 F g a business manager 18 13.4
= 54 A (g AR w4k, AH3siA o General Operations 16 11.9
ngoldh, Agal), s Agairhz TS}, Officer '
AEA] A= A FHebd BERAA 235 T4 Sales Representative 3 2.2
82 79 WAL AYEEA AET 5 S 4 ete. 12| 90
ook, & dEFE A4S HeR sle] A Total 134 100
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consultant @ SI PM Groupel 21%(15.7
odub IT 52zl 187%(13.4%), dut ¢
2L 169 (11.9%), 2ekdF &3k 15(11.2%),
HAIAY ezt 99(6.7%). AdHEEA 3
(2.2%), Bor&FAA/NEA 29 (1.5%), 71Ek 12
(9.0%) #Ex=2 A} ok

>
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By
Y
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&
M
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e
Ry
[o5)
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B
K3
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o2 HFg(Mean, °]3F 'M)e] 3.0 o]ito]=
1A A E5el digk A FALLYE B AOA
HE Aew gelE et

=, 57HA] A FHeRA ) olo digk AR AL
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Table 8. Component descriptive statistics

Divisi Min. | Max. .
on Component N value value L &)
Personal 134 1 5 362 | 0679
Propensity
> Personal
g ersona 134 1 5 3.56 | 0.821
2. Authority
&
=] Personal
= 134 1 5 378 | 0.986
= Carelessness
<
Personal
Security 134 1 5 391 | 0.812
Level
Persor.la.l 134 1 5 4.02 | 0.829
Connectivity
w .
;’LJ Soc1al' 134 1 5 391 | 0.905
2 Networking
S
& SOCl,al 134 1 5 375 | 0.928
5 conflict
I}lggali 134 1 5 3.99 | 0.947
Solicitation
Organizatio 134 1 5 381 | 0.649
nal Culture
g mar
=3 CUStO, y 134 1 5 3.78 | 0.884
@ Practice
3
<
o i
= Secq ty 134 1 5 3.64 | 0.927
> Compliance
_Soc1al 134 1 5 3.67 | 0.956
influence

Divisi Min. | Max. .
on Component L value value i S
Organizatio
134 1 5 3.81 | 0.649
nal Culture
av]
=8 Customaw 134 1 5 3.78 | 0.884
@ Practice
)
34
5 .
= Secupty 134 1 5 3.64 | 0.927
< Compliance
Social
. 134 1 5 3.67 | 0.956
influence
Biological 134 1 5 350 | 0.882
N cognitive 134 1 5 3.77 | 0.948
<
ZD‘ Behavioral 134 1 5 3.63 | 0.769
g
é' Psycl;ganaly 134 1 5 3.72 | 0.889
= ic
Humanistic 134 1 5 3.65 | 0.775
Moral
Disengagem 134 1 5 3.95 | 0.674
ent
§
? Inten_tlonal 134 1 5 371 | 0.772
3 Crime
5.
Illsottntfn 134 1 5 3.95 | 0.801
rofi
Cyber ethics 134 1 5 4.05 | 0915
* 8D @ Standard Deviations
T2 W A ALl e BAT S ol
= ) H =
QA Fepdon AxHel darel el w5
= S = = [e]
sha Aelstel SRleldle] o4 Aok 1 b
o =m0 73k >
Aot felAel He TPORA gkl Aok S
[e] o) 2~ Sh&
FUY 5 e BR WFE A 7R A9
A 34 Az % olek
4.3 oI FoH ERAA L FARA AMEE EY

o Hebd EFAAE diF Az EA
Table 9.9} o] 4Ak&=|dr}. 484 &5 A
TE AR E BAE Eahe] W] T U o3
AL Ferd £ gl zERls g9 AF
(Cronbach a)& #eldt 4= glt}

old HH wRAAL A= A4 A3 5714
FE5o a8 Cronbach a #te] 0.874% 1}
ehgtony  ghE ghE A|A Al 32 Cronbach a
ol 0.874xc} YA Jehgdy] wliel 5 AlA
b AlF|po] Golx|m g ¢lF] FHokH e ik 5
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Table 9. Reliability analysis of Components Table 10. Reliability analysis of Components
Cronbach a Alpha if Cronb
Division when removing Cronbach a Division Component Item ronba
. ch a
items Deleted
Accidentality .838 Personal Propensity 957
Relationship .855 5 Personal Authority .956
Potentiality .843 874 gb: Perlsonal 955 838
Psychological 855 5 | Carclessness
Ethicality 844 S | Personal Security 956
Level
_ _ Personal
7]'11 7‘}‘ Uo]'%’% QZ,:%% X_]% 6]' BE}ETO] %}T/]—j_ g Connectivity 954
3 =
Z 4 9lrh webA] Ad) A7t W ERAA = 5 Social Networking .954 855
_ =]
3ol Moo ofukS 91t QlF F ek BF o z Social conflict 955
3 v F23 EAS Ty glolA AAFE vlet © Illegal Solicitation 954
Zro] AFA =4 A3E E5)] A zl Y3yt - Organizational 955
V4 Hepy HRAAY FHRE 2 AlZE $A P
. _ =4 Customary Practice .954 843
< Table 10.2H3ke] vhehgdet, <14 FHoby EFAA 5 : ;
= Security Compliance 1955
Z47Ye] AlZ| = F49-2 Table 10 A% vle} 7ro] < —
N : . Social influence .955
o] A A o 2273
Cronbach a7} 0.8 ©]49] AlgAlge| B2 SAg5 8 Biological 955
Ake] Al el o7} gl A0R vebsrt. (ﬁn Cognitive .954
e RU R B S S B i B (] s K S [ Behavioral 955 855
4714 4849 Cronbach a 7+ 0.8389] 4] qu' Psychoanalytic 955
j:5)
2 E2 AIEE YAt gl AeE Jehyton, - Humanistic .955
TAAS] EANAM oF Hkd st A 471 Moral 954
A 424 94 Cronbach a #& 0.8552 2] g | Disengagement
gt AlE w2 welr) 7elw gAHal old ok g Intentional Crime .954 844
) e 471A) T4 R 084308 B I o .
A eg nelm, AeiAel Yol Qa Aok fu ———— '
24l 57A19} g8l e ol -24" PO 844 m}x] b
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Classification Model and Components of Human Vulnerability

Accidentality Relationship Potentiality Psychological Ethicality
I I I I I
Personal Propensity | | Personal Connectivity Orggrl:::z:i:nal Biological Moral Disengagement
I | I | I
Personal Authority Social Networking Customary Practice Cognitive Intentional Crime
| I I I I
Personal Carelessness Social conflict Security Compliance Behavioral lll-gotten Profit
| | I I I
Persor;:IvSeTcurity lllegal Solicitation social influence Psychoanalytic Cyber Ethics
|
Humanistic

Fig. 1. Classification Model and Components of Human Vulnerability
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